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ur water feature this
0 issue highlights how
this most precious
resource, which is the most
vital element to any aspect
of human survival, is treated
casually by so many people
around the world. Most people and businesses
in developed countries take it for granted
that if we need water, it will be there - clean,
abundant and in the quantities we need.
And let’s not forget that almost one billion
people have no access to clean water at all.
Water supplies are under threat - population
growth, climate change, over-abstraction,
agriculture and infrastructure all play their role.
Even worse, plastic in oceans and its effects
on marine life and the dangers of plastics
entering human food chains, along with toxic
elements and poisons being discovered in
water, are all occurring today. Worse still,
water can be used as a political or military
tool by state and non state actors, as well
presenting an attractive target to terrorists.
Given the above, it is clear to see why water
is classified as such a vital element of critical
national infrastructure - it is not only essential
to our survival, but also to our security,
wellbeing, health, businesses and livelihoods.
One only has to turn to recent events in
Cape Town to gain an understanding of
just how cataclysmic it would be if a city
simply runs out of water. All aspects of
life would be affected, raising the spectres
of disease and threats to security.
Thankfully, Cape Town’s Day Zero has
been postponed to 2019, thanks to extreme
water conservation and other measures, but
other cities around the world face similar
threats. See p34 for an article on how the
Brazilian city of Sao Paulo coped with its
own water crisis, and what measures need
to be undertaken to conserve its future
supplies and the viability of the city itself.
There are always solutions, but they can
be extreme. Communities, businesses and
individuals - including all those involved in
emergency management, preparedness and
response — must all recognise the contribution
they can make towards ensuring water
supplies are sustainable, and remain so.
Technology can also play its part. Both
Laurie Reynolds (p38) and Matt Minshall
(42) discuss how artificial intelligence,
machine learning, sophisticated digital
technology and geospatial information -
among others - can help secure, protect,
monitor and conserve supplies.
Itis time to afford this vital resource
the respect and attention it needs.
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However much planning and
training goes into preparing for a
major incident, there are likely to
be procedural failures that lead

to a significant degradation of
service delivery, either because of
the impact of the external event
or failures in internal management
controls, according to David
Rubens

n May 22, 2017, a suicide bomber detonated
a device just outside the Manchester Arena,
killing 22 people, many of them children
attending an Ariana Grande concert. This
was a high-impact incident that placed all of
the emergency management networks, including emergency

services, hospitals, transport managers, city mangers and
civic leaders among others, under immense pressure.
However, it is also exactly the sort of attack that must be
considered as a core strategic capability for any organisation
operating in today’s threat environment. The Kerslake Arena
Review into the response of the emergency services to the
incident makes it clear that much of what was achieved
across all aspects of the emergency response was effective
and appropriate. Indeed, many members of the emergency

services went over and above the call of duty. They responded
to the incident, cared for the casualties and ensured the
safety and wellbeing of all those caught up in the immediate
event, and those affected in secondary ways, either through

their relationships with actual and potential victims, or by Multiple multi-agency exercises had been organised
being caught up in the natural disruption that followed. previously — in fact, one had been carried out only a few
months before the attack. This meant that most of the
Real-world test emergency response agencies at the scene were able to
As the Lord Kerslake points out, despite the fact that the work together with the confidence that repeated joint
Greater Manchester Resilience Forum had carried out many exercising brings. This was clear in the way that decisions
multi-agency planning and emergency response exercises, were made at a time when they did not fit into ‘accepted
none of those involved had ever encountered anything procedures’, but were felt to be the most appropriate
like the events of May 22; this was a real-world test of the action in the specific, and often chaotic, circumstances.
plans and assumptions in a way that can never be replicated One example was the decision to establish the Casualty
in training exercises, however realistic they might be. Clearing Station on the station concourse and to allow
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society & security

Multi-agency
response review of

Manchester bombing

The scene outside the Manchester
Arena after the bombing on May
22,2017

MCPIX | Rex

emergency staff and members of the public to remain in
the foyer, notwithstanding its designation at the time as
a ‘hot’ zone. These were vitally important judgements
that significantly influenced the course of events.
However, the root causes of major critical failures in
the response operation were not unexpected and could
have been predicted and prepared for as part of the basic
principles of multi-agency major event response. They
are the same issues that are highlighted in the executive
summaries of every post-event review and report,
whatever the specific details of the incidents involved.

mpm the CR/ LinkedIn group u follow us on twitter @editorialcr]

} ﬁ- Ll o
e wyl FANY J AR
Bt ™ o 'l AN ll »
, i .. w4,
- g = = : -
g s ’ - S
g | o i - -
- - —r g I‘:'F:E'-
_

In the simplest terms, these are the challenges
associated with communication and integration —
information exchange, joint decision-making and the
ability to create a common operating picture between
all of the responding agencies, both horizontally on a
multi-agency framework, and hierarchically through
the various command levels of Gold, Silver, Bronze.

As an example, here follow excerpts from a number of
different reports, which could probably be cut and pasted
in their entirety and dropped into any emergency response
post-action review and be equally relevant. I have excluded
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the names of the incident or countries involved (see sources).

“I heard this refrain again and again from (...)
emergency planners: excellent work within individual
agencies, but still a lack of government-wide disaster
response planning. Interagency co-ordination is still
weak, and in most cases the government’s disaster
response plans are woefully short of detail. Most agencies
are unfamiliar with the disaster response plans and
capabilities of other agencies, impeding efforts to develop
well-coordinated plans. Underlying all of this is the (...)
government system, which does not appear to encourage
rapid decision-making or interagency co-ordination.”

“In essence, there is concern that the regional
disaster prevention plans that have been created to
satisfy those involved in local government will be
useless when put into action. (Specific programmes) are
just that, overproduced systems that cannot be easily
operated or revised. Ironically, these deficiencies are
obvious to the governments that paid for them.”

And: “The preparation and response to (...) shows that
we are still an analogue government in a digital age. We
must recognise that we are woefully incapable of storing,
moving and accessing information, especially in times of
crisis. Many of the problems we have identified can be
categorised as ‘information gaps’ — or at least problems
with information-related implications, or failure to act
decisively because information was sketchy at best. ...
One would think that we could share information
by now. But (...) again proved that we can’t.”

The two major failures in the Manchester bombing
response both involved communications. In the
words of the report: “The Greater Manchester Fire
and Rescue Service (GMFRS) did not arrive at the
scene and therefore played no meaningful role in
the response to the attack for nearly two hours.”

Information gaps

The other communication failure involved the Casualty
Bureau, which should have been set up as a point of contact
and centralised information-sharing for people seeking
information on the missing, injured or dead. This had
been outsourced to a private company — Vodafone — under
the National Mutual Aid Telephony system. In the words
of the review, it was: “A complete failure.” This affected
both the ability of local families to contact the helpline,
and integration of the Manchester system into the wider
national framework, which was supposed to give the
option of increased capacity in this sort of situation.

One additional point highlighted in the Kerslake
Review involved the fundamental issue of multi-agency
response and collaboration. Given the increase in locally
radicalised home-grown terrorists creating high-impact
attacks, using either weapons or vehicles, it is to be
expected that the response planning would be at the
heart of modern policing and major city management.
This was the case in Manchester, which had a well-
practised framework in place — Operation Plato — the
multi-agency response to a marauding firearm attack.

However, as the report states: “There was not a
shared communication across the agencies of the
declaration of Operation Plato ... nor was there
a shared understanding of its implications.”

Although the circumstances were different, the use of
Operation Kratos that underpinned the killing of Charles
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de Menezes in London in 2005 shows remarkably similar
issues in terms of confusion at the highest level of leadership,
a lack of understanding about the implications of the
operation and, as always, breakdown in communication.
The report on that incident by the Independent Police
Complaints Commission stated: “The main and central
issue in this tragedy is whether the level of identification was
properly communicated from the surveillance team ...” The
significance of taking decisions under the extreme pressure
of command is also underlined in that particular report.

Responding to what is perceived to be a credible threat,
whether in terms of a suicide bomber approaching a target
in London during a period of highest national alert, or to
a terrorist attack in a concert venue, puts every aspect of
the system under pressure. However, this cannot be used
as an excuse for failure, especially when the causes are
already recognised as those points that are most likely to
fail, and which would have the greatest impact on the ability
of all responding agencies to act quickly and effectively.
While there is no desire to apportion blame, there is the
need to recognise responsibility, as I am sure responders
at every level of those agencies would acknowledge.

Communications and information transfer are at the
heart of any multi-agency response, and it is the failure to
manage those issues, under the intense stress of an actual
response environment, that is almost always the root cause
of operational failures. It is not enough to expect that
things will go well, or as planned. In fact, the significant
points at the heart of the responses to both the Manchester
bombing and the Charles de Menezes shooting were how
well the relevant agencies were able to adapt and respond
to highly unstable situations, which were evolving and
mutating on a minute-by-minute basis, for which they
often had only partial, unclear or unverified information.

The ability to manage the transfer of complex
information, under pressure, between multiple stakeholders,
within the confusion of an actual crisis, is the foundation
of effective response. Without this, it is impossible to
deliver a cohesive, integrated multi-agency response.

The tragedy is that the lessons that need to be learned are
written in blood. Minutes after the south tower collapsed
at the World Trade Center in 2001, police helicopters
hovered near the remaining tower to check its condition.
“About 15 floors down from the top, it looks like it’s glowing
red,” the pilot of one helicopter radioed at 10:07 hrs.”

Seconds later, another pilot reported: “I don’t think
this has too much longer to go. I would evacuate all
people within the area of that second building.”

Those clear warnings were transmitted 21 minutes
before the building fell; officials say they were relayed
to police officers, most of whom managed to escape. Yet
most firefighters never heard those warnings, or earlier
orders to get out. Their radio system failed frequently
that morning and was not linked to the police system.
Police and fire commanders guiding the rescue efforts
did not talk to one another during the crisis.

Three-hundred-and-forty-three firefighters died in
the twin towers. Thanks to the warning given over the
police radio system, ‘only’ 60 police officers died.

Responders cannot affect the incident itself, but
they can take responsibility for preparing to manage
the response in the best manner available.

As Rittel and Webber say, in their Tenth Law of Wicked
Problems: “The planner has no right to be wrong.” CR

References

Lord Kerslake (2018): The
Kerslake Arena Review into the
Manchester Attack;

Bosner, Leo (2002):
Emergency Preparedness: How
Japan and the United States
Compare, Asia Perspectives 4,
no 2, 17-20, Mansfield Center
for Pacific Affairs;

Kawata, Yoshiaka (2001):
Disaster mitigation due to next
Nankai earthquake tsunamis
occurring in around 2035,
Research Centre for Disaster
Reduction Systems, Kyoto
University, Japan;

Executive Summary of
Findings, Congressional Report:
The Federal Response to
Katrina: Lessons Learned;

Independent Police
Complaints Commission
(2007): Stockwell One:
Investigation into the shooting
of Jean Charles de Menezes at
Stockwell underground station
on 22nd July 2005;

New York Times (2002): A
Troubled Emergency Response;
9/11 Exposed Deadly Flaws In
Rescue Plan

Author

DR DAVID RUBENS

DSyRM, CSyP, FSyl, is
- CEOQ of Deltar Training
Solutions. He wrote his doctoral
thesis at University of Portsmouth
(2015) on alternative models of
multiagency command and control
frameworks for hypercomplex crisis
events. He is a member of CRJ’s
Editorial Advisory Panel and
currently runs strategic risk and
crisis management seminars
around the world

Resources, links, pictures, videos and much more are available for subscribers in our digital and online editions WWW CrisiS-response.com



CRISIS'RESPONS

JOURNAL
PROTECTION | PREVENTION | PREPAREDNESS | RESPONSE | RESILIENCE | RECOVERY

CRISIS RESPEYS
S “RISIS RESPONET

EXTREMEWEATHER

LOLT HUBRILRRTE-SE 8 S0H

SUBSCRIBE NOW

visit www.crisis-response.com for rates and special offers

Authoritative global overage of all aspects
of security, risk, crisis management,
humanitarian response, business continuity
planning, resilience, management,
leadership, technology and emerging trends

PRINT | ONLINE | DIGITAL



Strategic
Solutions for
Global Issues

MANAGEMENT

LIMITED

Our experienced multi-national team bring years of expertise in all aspects of
Resilience, Crisis Management, Policing and Security services, making Crisis
Management Limited a key resource for any level of related work, whether at a
local, national or international level across public, private or voluntary sectors.
We do not believe in ‘off the shelf’ solutions but seek to work with all clients to
ensure bespoke services that meet clients’ needs and expectations. No projects
are too small or too large.

Our multi-disciplined team has vast experience across all sectors and continents.
Our experts have the flexibility to provide support at State or Government level
for long term work, as well as bespoke niche work on a smaller scale and for
short periods. The can-do approach of our team means that we can provide

support at short notice if required.

International Experience Customer Focus
Bespoke Service Communication Expertise

Flexibility Breadth of experience



	1_Prelims
	CRJ_13.3_Cover
	Contents

	RubensManchester
	2_Endmatter
	SubPage
	CrisiManagement


